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Spam Quarantine Service User Guide 1.0
The spam quarantine service is implemented as follows:

1. Every user with a Weizmann Institute Exchange mailbox is assigned a personal
qguarantine on the Institute’s mail gateway.

2. Users wishing to refrain from using this service can opt out at any point, via the
Weizmann Institute Internal Services system.

3. Ane-mail is sent out by the gateway daily, at 8:00 AM, listing messages having been
guarantined during the previous day. If no messages have been quarantined, the
gateway will not send out this e-mail.

—p . neverve

WIS Spam Quarantine Notification

WIS Information Security <idisecur@weizmann.ac.il>
Nir Davidov
Friday, 20 July 2018 at 8:00

Show Details

WIS Spam Quarantine Notification

The message(s) below have been blocked by your administrator as suspected spam.

There are 15 new messages in your Email Quarantine since you received your last Spam Quarantine Notification. If the messages below are spam,
you do not need to take any action. Messages will be automatically removed from the quarantine after 60 day(s).

To see all quarantined r view your email quarantine.

Quarantined Email

From Subject Date

Digital Guardian <information@digit... Big Plans for Black Hat 2018? 19 Jul 2018
"Tripwire, Inc." <resources@tripwir... SANS: Foundational Security Controls 19 Jul 2018
Securonix Team <marketing@securonix... Visit Securonix at our Black Hat 2018! 19 Jul 2018
AppViewX <connect@appviewx.com> Cloud? On-Prem? Are all my certificates accounted for? 19 Jul 2018
"\"Jonathan Braley\"" (via first-ne... [1st-news] [IT-ISAC] Open Source News 19th of July 2018 19 Jul 2018
Sharron Malaver <sharronm@minerva-l... [Live Webinar] - Why Do Malicious Office Documents Keep Infe... 19 Jul 2018
Kim Wilson - MediaPRO <kimw@mediapr... 4 Steps to a Better Awareness Program: #1 Analyze Your Risks... 19 Jul 2018
Simon Gibbons & George Wheeler <adm... Discount for ICR360 members 19 Jul 2018
Akamai Technologies <akamaitechnolo... Understand the Business Impact of Performance with RUM 19 Jul 2018
Qualys W < @qualys.co... [LIVE WEBCAST]_Building_Security into the 3 Phases of Contai... 19 Jul 2018
Team Azul <azul@azul.com> Azul Webinar: Easy Migration from Oracle JDK to OpenJDK 19 Jul 2018
Bethany Brooke <bethany.brooke@whit... Webinar World 2018: Engagement in the Digital World 19 Jul 2018
"Parallels, Inc." <announce@paralle... Less than 12 hours left! Save 30% on Parallels Desktop 13 fo... 19 Jul 2018
iManage <Marketo@imanage.com> Detect and Neutralize Cyber Threats Early with iManage Threa... 19 Jul 2018
"ThaiCERT robot" (via first-news Ma... [1st-news] [FIRST] ThaiCERT Risk Intelligence 19 July 2018 19 Jul 2018

View All Quarantined Messages(32)

Note: This message has been sent by a notification only system. Please do not reply

If the above links do not work, please copy and paste the following URL into a Web browser:
https://Sentinel-admin. » ac.il:83/Search?email=nir.davidov%40weizmann.ac. il

The screenshot above features a sample daily message sent out by the gateway, with
each line representing a message having been quarantined. If all quarantined e-mail
messages are indeed spam, no further action is required. Quarantined messages will
automatically be deleted from the gateway after a period of 120 days.
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4. Should you wish to inspect quarantined mail more closely, or specify that one or more
messages are in fact legitimate and are to be pulled out of quarantine, simply click the
your email quarantine link and you will be transferred to the mail gateway (this link is
only accessible from within the Institute’s network, or via remote VPN connection).
Log in using your personal Weizmann Institute user ID and password.

@ Chrome File Edit View History Bookmarks People Window Help

® ® .1y cisco Content Security Manac x

< C @ @& Secure https://sentinel-admin.weizmann.ac.il:83/login?CSRFKey=419dd276-8649-b444-b133-!

i Apps ' Infoblox ¥ License AV (P RSA [1 Av & Admin [} 6w B [¢] Digicert M PANW-Support 4 Wave-C
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Weizmann Institute of Science - Message Quarantine Portal
Please login with your Weizmann's Universal USERID Credentials

Username: l—
Password: I—
[ Login |

Copyright © 2008-2018 Cisco Systems, Inc. All rights reserved. | Privacy Statement

5. Once logged in, you’ll be presented with a list of all quarantined messages.
Regardless of the daily e-mail reminders, you may log into your personal
quarantine at any time, via https://antispam.weizmann.ac.il:83/login.
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Spam Quarantine

Quick Search
‘Search Messages: IE=E] sovanced search

Messages Items per page
Displaying 1 — 25 of 195 items. Page 1 0f 8 « Previous [1]2]3]4]5| Next »
Select Action... B submit |

From Subject Date w Size
"\"Jonathan Braley\™" {viz first-news Mailing List) <first-news@lsts.first.org> [1st-news] [IT-ISAC] Open Source News 10t of August 2018 10 Aug 2018 18:20 (GMT +03:00) | 222.7K
Rapid? <communications@rapid?.com>: [Toolkit] Implementing a Successful IDR & MOR Deployment 10 Aug 2018 10:17 (GMT +03:00) | 38.6K
Akamal Technologles <akamaitechnologies @akamai.com> Simplity Single Sign-On Across All Apps 10 Aug 2018 08:12 (GMT +03:00) | 25.7K
updates@palaaltonetworks.com New PAN-OS version released 8.0.12 10 Aug 2018 06:20 (GMT +03:00) | 10.8K
Mary Manta <maria@albusiness.com> Automating Weizmann Institute of Science through Al 10 Aug 2018 05:23 (GMT +03:00) | 57.3K
“Tripwire, Inc." <resources@tripwire.com> Integrating Security into DevOps 09 Aug 2018 22:49 (GMT +03:00) | 29.0K
*Symantec Corporation” <comms@email symantec.com> Feeling Like 2n Endpoint Security Dummy? 09 Aug 2018 19:10 (GMT +03:00)  47.1K
"\"Janathan Braley\™" {viz first-news Mailing List) <first-news@lsts. first.org> [ist-news] [TT-ISAC] Open Source News Sth of August 2018 09 Aug 2018 18:20 (GMT +03:00)  331.9K
"NSS Labs Inc.” <nssmarketing @nsslabs.com> NSS Labs at Black Hat Day 3 09 Aug 2018 18:14 (GMT +03:00)  35.5K
*Zix: Your Secure Email Experts” <marketing@zixcorp.com> Free Data Import when You Move to ZixArchive 09 Aug 2018 17:52 (GMT +03:00)  24.2K
“ThalCERT robot” (via first-news Malling List) <first-news @lists.first.org> [1st-news) [FIRST] ThalCERT Risk Intellgence 09 August 2018 09 Aug 2018 10:12 (GMT +03:00) | 357.0K
"Rodrigo Mendoza" <mendoza.rodrigo@tufin.com> Get Your Security Automation Journey Map to Peak Agilty and Security: Infographic | 09 Aug 2018 08:59 (GMT +03:00) | 30.7K
*Sharron Malaver" <sharronm@minerva-labs.com> Minerva Labs' Newsletter: News You Can Use! 08 Aug 2018 20:21 (GMT +03:00) 93.0K
"\"Janathan Braley\™" {via first-news Mailing List) <first-news@lsts.first.org> [dst-news) IT-ISAC: Elections Industry SIG Announcement 08 Aug 2018 19:00 (GMT +03:00) 623K
"NSS Labs Inc.” <nssmarketing @nsslabs.com> NSS Labs at Black Hat Day 2 08 Aug 2018 18:28 (GMT +03:00) 41.3K
"NSS Labs Inc.” <nssmarketing @nsslabs.com> NSS Labs at Black Hat Day 2 08 Aug 2018 18:20 (GMT +03:00) 415K
“\"Jonathan Braley\"" (via first-news Mailing List) <first-news@lsts.first.org> [1st-news] [IT-ISAC] Gpen Source News Bth of August 2018 08 Aug 2018 18:03 (GMT +03:00)  221.0K
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6. Inspect the content of quarantined mail by clicking each message’s respective subject
heading.

Welcome: nirdavid
m);b my" m m DOptions = Help =

<<Back to messages

From: | Kim Wilson - MediaPRO <kimw@mediapro.com>

Envelope Redpient: | nir.davidov@weizmann.ac.il

To: | nir.davidov@weizmann.ac.il

Subject: | 4 Steps to a Better Awareness Program: #1 Analyze Your Risks!

Date: | 19 Jul 2018 17:02 (GMT +03:00)
This toolkit has everything you need to learn how to identify problem areas in your awareness program. View in browser mediapro.com/inde)
mkt_tok=eyJpljol 3TTIZeSIsInQiOL j iT3FXOYV3C2FONKF

Hi Ni,
There's a proven formula for creating a truly effective awareness program, and here's Step 1: use data to inform your program <http://info.mediapro.

Did phishing attempts spike last month? Do your employees know about ransomware? How many employees use their personal devices for work purposes? You're likely already collecting data such as this, and it's ripe for use in hening your awareness.

Dowload our Analyze Tuokit <hitp:jinfo.mediaprocom/x0L. forou

White Paper: Using Data te Inform Your Awareness Program

On-Demand Webinar: Behavioral Analytics: The Future of Just-In-Time Awareness Training

Executive Summary and Infographic: The 2016 State of Privacy & Security Awareness Report
Get Your ANALYZE Tolkit <http://info.mediapro.com/XJKOXVY0pOOOMDOOKO3BLAD>

‘This toolkit is part 1 of 4 collections of resources designed to help you make the most out of your security awareness efforts. MediaPRO offers many other free resources <http://info.medi 3000KIBKX0YDBOLMO: to help you develop ¢
program. To find out more about MediaPRO <http:/finfo.mediapro.com/YQJODOXpXOOKO0O3KYLOCMB:, or to request a demo <http:/finfo.mediapro.com/kLOYKOpOODX03YIK0BODOOM> of

our award-winning Adaptive Awareness Framewark <http:/info.medi Ip0 , please reply to this email or contact

us <http: finfo.mediapro.com/p0000LOBOMOKOFRYIKOX0D3>,

Best Regards,

Kim Wilson

kimw@mediapro.com

(425) 483-4700

MediaPRO

20021 120th Avenue NE, Suite 102

Bothell, WA 98011

Sent to: nir. davidov@weizmann.ac.| | Manage Your Preferences <([https: //pages.mediapro.com/UnsubscribePage.himi?

mkt_L i i RTFZekF3TT. i
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7. You may select one or more messages to manage, and subject them to a number of
actions.

® . Cisco Content Security Manac x Ni
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mub 1287 00 Welcome: nirdavid

Options - Help -

Spam Quarantine

Search Messages: Advanced Search

Messages Items per page [ED)
Displaying 1 — 25 of 195 items. Pagelof 8 « Previous (1121314151 Next »
¥ Select Action... l
elease Subject Date » Size
[T e\vs Mailing List) <irst-news@lists.frst.org> [1st-news] (IT-ISAC] Open Source News 10th of August 2018 10 Aug 2018 18:20 (GMT +03:00) 222.7K
= paicte 197.com> [Taolkit] Implementing a Successful 10R & MDR Deployment 10 Aug 2018 10:17 (GMT +03:00) | 38.6K
| Akamal i i com: Simplify Single Sign-On Across All Apps 10 Aug 2018 08:12 (GMT +03:00) | 25.7K
updates@paloaltanetworks.com New PAN-0S version released 8.0.12 10 Aug 2018 06:20 (GMT +03:00) | 10.8K
Mary Manta <maris@aibusiness.com> Autemating Weizmann Institute of Science through Al 10 Aug 2018 05:23 (GMT +03:00) | 57.3K
“Tripwire, Inc." <resources@tripwire.com> Integrating Security into DevOps 09 Aug 2018 22:48 (GMT +03:00) | 29.0K
"Symantec Corporation” i ntec.com: Feeling Like an Endpoint Security Dummy? 09 Aug 2018 19:10 (GMT +03:00) 47.1K
"\"Jonathan Braley\" (via first-news Mailing List) <first-news@lists.first.org> [1st-news] [IT-ISAC] Open Source News Sth of August 2018 09 Aug 2018 18:20 (GMT +03:00) | 331.9K
"NSS Labs Inc,” <nssmarketing@nsslabs.com> NSS Labs at Black Hat Day 3 09 Aug 2018 18:14 (GMT +03:00) | 35.5K
"Zix: Your Secure Emall EXperts” <marketing@zixcorp.com> Free Data Import when You Move to ZixArchive 09 Aug 2018 17:52 (GMT +03:00) | 24.2K
"ThaiCERT robat" (via first-news Mailing List) <first-news@lists.first.org> [1st-news] [FIRST] ThaiCERT Risk Intelligence 09 August 2018 09 Aug 2018 10:12 (GMT +03:00) | 357.0K
"Rodrigo Mendoza® <mendoza.rodrigo@tufin.com> Get Your Security Automation Journey Map to Peak Agility and Security: Infographic | 09 Aug 2018 08:58 (GMT +03:00) | 30.7K
"Sharron Malaver* <sharronm@minerva-labs.com> Minerva Labs' Newsletter: News You Can Use! 08 Aug 2018 20:21 (GMT +03:00)  93.0K
"\"Jonathan Braley\" (via first-news Mailing List) <first-news@lists.first.org> [1st-news] IT-ISAC: Elections Industry SIG Announcement 08 Aug 2018 19:00 (GMT +03:00) 62.3K
"NSS Labs Inc.” <nssmarketing@nsslabs.com> NSS Labs at Black Hat Day 2 08 Aug 2018 18:28 (GMT +03:00) | 41.3K
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The following actions are supported:

= Release — releases the message from quarantine to your inbox. While this action will
release the message, the gateway will continue to tag it as spam, and further similar
messages will end up in quarantine, too.

= Release and Add to Safelist — releases the messages selected to your inbox, and
automatically adds them to your personal safelist. From now on, similar messages
will no longer be quarantined. You can always revert your decision, to have these
messages tagged as spam again.

= Delete — deletes e-mail messages, so as to save storage space.

You may access additional spam behavior adjustment actions in the upper right-hand
corner of the page.

® 4% cisco Content Security Manar % Ni
< C O @ Secure  https://sentinel-admi ac.il:83/Search * Q0 &
i Apps Z Infoblox License AV (PRSA [) Av &t Admin () 6w B [#Digicert ®J PANW-Support # Wave-CAM % Wave-CAM# (&) Wave-CAM-Dolphy 7 Imported [J Weizmann MAA » [ Other Bookmark:

Welcome: nirdavid

mi‘l 121 107 Options - Help ~

Safelist
Blocklist

Languages

Deutsch [de-de]
English/United States [en-us]
Search Messages. IEEIE Advanced Search Espafiol (es]

[fe-fr]

Spam Quarantine

meseges [y s 1
EES lja] =
Displaying 1 — 25 of 195 items. Page 1of 8 #320 [ke] -
Portugués/Brasil [pt-br]
Select Action... . t PYCCKIA S3BIK [ru]
From Subject Date¢ R [
2 HERW [zh-tw]
"\"Jonathan Braley\™ (via first-news Mailing List) <first-news@Iists.first.org> [1st-news] [IT-ISAC] Open Source News 10th of August 2018 10# K
Rapid7 <communications@rapid7.com> [Toolkit] Implementing a Successful [DR & MDR Deployment. 10# Log Out
Akamai i com> Simplify Single Sign-On Across All Apps 10 Aug 2018 08:12 (GMT +03:00) | 25.7K
updates@paloaitonetworks.com New PAN-OS version released 8.0.12 10 Aug 2018 06:20 (GMT +03:00) | 10.8K

Additional actions include:

= Blocklist — allows you to manually specify a personalized list of e-mail messages and
domains to be blocked.

igraulzai gl nal =
- A

Email addresses or domains added to this list will always be identified as Spam.
N, (- .ccvof com ™
user@domain.com
Ty scverndomaincom
domain.com
1 item in list
ladat@erp.org.il w

View Spam Quarantine

Copyright © 2008-2018 Cisco Systems, Inc. Al rights reserved. | Privacy Statement
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Safelist — enables you to mark sender e-mail addresses as safe in a personalized list.
Simply delete addresses from this list to have them tagged as spam and quarantined
again.

byrangial gy wlal

Email addresses or domains added to this list will not be identified as Spam

Safe The foliowing formats can be used:
T3 user@domain.com
server.domain.com
I BN domain.com

2 items in list
cyber-team@iuce.ac.il @

davidson@weizmann.ac.il o}

View Spam Quarantine

Copyright © 2008-2018 Cisco Systems, Inc. Al rights reserved. | Privacy Statement
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