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WIS_Secure installation on Windows 8/10

To install WIS_Secure on Windows 8/10 perform the following steps:

After registration through Internal Services is completed you should receive an email
message from IT with the subject "Secure Wireless Device X UserlD MAC: XX-XX-XXXX-
Open the email message and follow the hyperlink inside.
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Welcome and thank you for registering vour Windows device to the WIS secure ¢
In order to complete the registration process a code has been 1ssued to unlock and
certificate.

To view the code click here and enter vour Weizmann username and password
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Enter your username and password, then click Login.

Login
Usamnama

dsafro

Password

You will see the certificate password and the friendly name of your Windows computer as
was set by the secretariat during registration.

Weizmann Registration Process
X dsafro  Logaut

Secure WIFI

Password For Certificate

Friendly name: SAFROTEL
Passwaord:
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4. Return to the registration confirmation email message and open the certificate (.p12) file
attachment.

5. Inthe wizard, make sure Current User is selected, then click Next.

=¥ Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store,

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location

@ Current User

(O Local Machine

To continue, dick Next.

- Cancel

6. Click Next.

& ¢ Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

Browse. ..

Mote: More than one certificate can be stored in a single file in the follawing formats:
Personal Information Exchange- PKCS #12 (\PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates ((P7B)
Microsoft Serialized Certificate Store {55T)

| Cance




7. Enter the certificate password from step (3), then click Next.
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*
& ¥ Certificate Import Wizard
Private key protection
To maintain security, the private key was protected with a password.
Type the password for the private key.
Pasgword:
| ........l
[]Cisplay Passward
Import options:
[C]Enable strang private key protection. You will be prompted every time the
private key iz used by an application if you enable this option.
[IMark this key as exportable. This will allow you to back up or transpert your
keys at a later time.,
Indude all extended properties.
8. Click Next.
Ed
& =¥ Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(®) Automatically select the certificate store based on the type of certificate

(7) Place all certificates in the following store

Browse...

Cance
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9. Click Finish.

& &4 Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

‘You have spedified the following settings:

8 e e | Automatically determined by the wizard
Content PFX
File Mame Ci'Wsers'dsafro, WISMAIN'Downloads \DSAFRO-3604465,p1:
< >
10. Click OK.
Certificate Import Wizard Ed

o The import was successful,

11. Click on the network icon on the taskbar to see available connections.

12. Click WIS_Secure.
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13. Click Connect.

N

DIRECT-FB-HP PageWide Pro 477dw

S\

~* Connect automatically

Airplane mode

A b

14. When a Continue connecting... message appears, click Connect.

RCONTROL-TEST
(G

Secure
{’f: WIS_Secure
red

Continue connecting?

If you expect to find WIS_Secure in this
location, go ahead and connect Otherwise, it
may be a different network with the same
name.

Show certificate details
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15. Click on Connect Using a Certificate.

g C .
(,;-';_: E".I’I.;_b:fur&

S0

Enter your user name and password

[[] use my Windows user account

Cancel

16. You should see Connected, secured status when the connection is established.

Seg
ﬁ EI%‘_ _ecure_ _.

onne

Disconnect
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